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Abstract

In ubiquitousenvironmentsan increasing number of
sensorscaptureinformation on usersand an increasing
numberof actuatorspresentinformationto users.In this
paper we presentCoDaMineNa novel approach for
providing users with system-generatefieedbackand
control in ubiquitous environmentsgiving them the
freedomthey needwhile reducingtheir effort. Basically,
CoDaMine captures and classifies usersOonline
communication to learn about thedocial relationshipsin
order to provide them with recommendationor inter-
personal privacy and trust management.

1 Introduction

In ubigquitousenvironmentsan increasingnumber of
sensors capture information on users anthe sametime
an increasingiumberof actuatorsare availableto present
informationto users.This vast capturingof information
potentially enableghe systemto be well informedabout
usersandto consequentlyquickly adaptto the usersand
provide them with the information and changesto the
environment as they need it.

At the sametime userscanencountemew challenges.

In particular,the systemcan violate the users@rivacy by
capturinginformationthatthe usersdo not wantto share,
and the systemmight disrupt the usersby being too
obtrusivein its information supply or adaptation.There
aremanyreasondor the particularsocialimplicationsof
ubiquitous computing concerningprivacy and trust;
Langheinrich17] nameghefollowing: ubiquity (i.e., the
fact that ubiquitous computing aims to be available
anywhere);invisibility (i.e., the fact that ubiquitous
computingaims to be calm and to disappear)sensing
(i.e., the fact that ubiquitous computing means for
sensingdataget increasinglysmaller and can capturean
increasingnumber of fine granular information); and
memory amplification (i.e., the fact that ubiquitous

computing technology often continuously captures data).

The conceptof faceshasbeenusedas an approachto
resolvethis dichotomyNmaintainingthe advantage of
capturing data and informing users, while preserving
privacy and minimising disruption. According Goffman
[7] humansconstructfaces or social identities that
representa subsetof characteristicsand information on
themandthatarerevealedo specificaudiencesWe have
developeda conceptand system for such a selective
information disclosurein the context of instant
messaging, where users aaratefacesthat containother
usersaswell asinformationthat they wantto sharewith
these users [8].

In complexubiquitous environmentsmaintaining an
overview of one(acesincluding the respectiveusersand
informationaswell asmanagingandkeepingoneO$aces
up-to-date can become a challenge andrasiderableeffort
for the user.Yet, asBellotti and Sellen[3, p.!77] point
out in their Oframeworkfor design for privacy in
ubiquitouscomputingenvironmentsUsersneedOfeedbackO
and OcontrolO:
¥ Feedbaclkprovidesuserswith information on the data

that are captured about them
¥ Control allowsusersto specify personalpreferencesn

this capturing and sharing of information

In this paperwe presentCoDaMineNa novel approach
for providing userswith system-generatef¢edbackand
control in ubiquitousenvironmentsgiving them the
freedomthey needwhile reducingtheir effort. Basically,
CoDaMine capturesand analysesthe users()online~
communication,and thereby learns about the usersO
conversations andocial relationshipswith otherusers.It
can then, based on this knowledge, make
recommendation$or users@onfigurationsof facesin
ubiquitous environments.So, overall the users get
feedbackon their currentspecificationsfor information
sharingand recommendatioron the control of useful
future configurations.

The paperis structuredas follows. We presentthe
conceptandimplementationof CoDaMine. We give a
brief overview of related work. And, finally, we
summarisethe paperin the conclusionsand glanceat
future work.



2 CoDaMine Concept

The conceptof CoDaMine basically departsfrom a
perspective that users obiquitousenvironmentsare able
and willing to managetheir privacy and trust by
controlling the capturingof their data.While this is not
true for any and all circumstancesthere are many
exampleswhere usershave this power (e.g., in their
privatehomesjn their personalvork offices).

Privacy can be seenfrom various perspectiveswith
manyresultingdefinitions[19]. In this paperwith privacy
we meanthe Oconcepif controllingthe disseminatiorand
use of oneOpersonalinformation[16]. Thereis no
generally acceptedefinition of trust. Many authorspoint
out that trust is the expectationthat somebodyelse has
power and the belief that this personwill not use this
powerto harmus. In this paperthe important aspectof
trust is that Oitallows us to reveal vulnerable parts of
ourselvego others@B)]. Advancedmanagemenof privacy
andtrust allows usersto havemultiple privacy and trust
settings depending on the context and social setting.

We already developed a concept and systeradeanced
managementand trust for instant messagingin
PRIMIFaces [10]. PRIMIFaces has its origin in
GoffmanOs concept fafces[7] groundedin sociologyand
psychologyand has beentransferredto the field of
presenceand awarenessn instant messaging.A face
according to Goffman defines a specific fromat a person
showsin a specificsettingto a specificaudienceA face
in PRIMIFacedranslatesnto the presentatiorof the self,
mappedto information the userwantsto discloseto a
particulargroup of peoplein a specific online situation.
As a result the user specific configuration of a
PRIMIFaces instance, with its different face namestaed
assigneccontactsandinformation sourcesogetherform
an image of the different social conterfsthis user.Like
in thereal world, facesin PRIMIFacesarenot static, but
canevolve over time. This meansthat usersconstantly
have to adapttheir configurations.For instance,as a
personstartsto becomefriendswith a working colleague
the privacy andtrust settingsneedto be adaptedor this
personln the existingPRIMIFaceshis canbe very time-
consuming and tedious.

The concept o€oDaMinepresented irthis paperaims
to supportthe lightweight managemenbf trust and
privacy over time by both allowing usersto manually
specifyfaces,andcontacts,and information sources,and
providing userswith system-generatesuggestionsfor
adaptationdo their trustand privacy settingsover time.
Suggestiondor adaptationsare basedon the messages
exchangedetweentwo online users.Our approachis to
analysethelinguistic featuresof thosemessageandhow
they correlateto the different faces of a user. This
approachis rooted in two central findings: speech
communities in sociolinguistics, and conversation
contents properties in text-basedcomputer-mediated
communication.

Speechcommunitiesn sociolinguisticsNhistorically
and conceptually discussed by [22]Nésconceptof group
memberscommunicatingwith eachother for a special
purposeand using languagein a specific, unique, and
mutual way. Thesecommunitiescan also be found in
online communicationand form specific linguistic
practices[21, 25]. Often thesegroupssharethe same
topics and therefore develop a common, specialised
vocabulary, characteristic terminology or idiomN&rgon.
For instancethe projectmembersof an IT projectmight
frequently use terms for technologies and tdelg., Java,
or XML-RPC).

Conversatiorcontentin text-basedomputer-mediated
communicationhas specific properties.In face-to-face
communicationa personadaptsits speech,mimic, and
gestureto the situation and audience Accordingto [24]
and[4] and[2] thesemechanismsn orderto OsavédaceO
can also be found in text-basedcomputer-mediated
communicationand may be an indicator for the current
face. Due to the lack of other communication chanaeds
the missing physical contextthe languageis augmented
with featuresthat mimic the spokenlanguage (e.g.,
OAhemEO, OGREAT!O), imitate auditory informéian,
O*sniff*O)pr representfacial expressionsor physical
actions(e.g., O(hug)d11]. The level of formality and
complexity of the vocabulary,the use of abbreviations
(e.g., Odunno@ROFLODcuOpr emoticons(e.g., O:)0O,
0:-00) often reflects the social and situational conttiae of
conversationTherefore,this can be seenas face-work,
which is often encounteredespecially in instant
messagingwherestrongties betweenthe users,andthe
transientnature betweenwritten and spoken dialogue
facilitate this kind of linguistic mechanism$26].

The analysis of linguistic features in online
communicatioraswell astheir correlationto sociological
variableshas mostly beenstudiedin a post-hocmanner
through ethnographicapproacheslike observations,
analysisof log-files, or interviews. As theselinguistic
peculiaritiesmanifestin a machinereadableform in the
messagéistory of eachcommunicatinglyad exchanging
text messagesour approachis to automaticallyanalyse
these specific featuresin real-time by applying text
analysisand text mining techniquesand to use these
information to allow a better privacy and trust
managemernit ubiquitousenvironments.

3 CoDaMine Scenario

In this sectionwe presenta scenarioexplaining from
the userOgoint of view how CoDaMine how users
interact with the system, create messagesand are
informed about recommendations.

In orderto manageprivacy andtrust usersstart their
CoDaMineclient. As usersbegin using CoDaMine they
start to map their social bindings, contexts and
informationto the application.They createnew facesthat
match their specific social contexts. Users adgl number
of contactsthat belong to the respectiveface, and
information sourcesthat are visible to the contacts



included.So,usersestablishan information flow between

the facesO information sources and the assigned contacts. 4 Data Analysis

Once users havesatisfyinginitial configuration,they
canstartcommunicatingwith other usersrepresentedby
thecontactdn theirfaces.They initiate eachconversation
by selectinga contactin the face that most closely
matches the context of the intended communication.

During online text communicatiorthe systemanalyses
the exchangednessagem the background.Thereby,the
systemdetectswhetherthe contentsof the messagesire
suitablefor the selectedace,or whetheralternativelythe
messages sent woultterfit to anotherexisting or new
face. Adialog box presentghe resultingrecommendation
to the users and allows them to acceptor reject
recommendationsThe following example shows the
impactof the userOslecision.Klaus, a student,has the
contactJulianin his face OUniversityQ.hey alreadyhad
severalonline conversationgluring the semestersabout
the lecturesand examsthey had to take. In the next
semestethey both take partin a studentproject at their
university. The systemlearnsthat the usershavea face
OCoDaMine@nd the contentsof conversationin the
contextof this project. In the communicationbetween
Klaus and Julianthe topics of their conversationsvolve
towardsissuesrelatedto the project. So, the system
suggestsKlaus to add the contactJulian to the face
OCoDaMineQ(Figure!l). If Klaus accepts the
recommendation, CoDaMine adds ttentactto the target
face.

If Klaushadrejectedthe recommendationthe system
would remember this decision and adapt its
recommendationbehaviour by generating future
recommendationgoncerning Julian and the face
OCoDaMineO based on additional data.
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A centralelementof CoDaMineis the analysisof the
communicationdata in order to find similarities and
patterns that are adequagasondor a recommendationo
addor removea contactfrom a face. The analysisof the
datais donein severalsteps.Eachstep extractsfurther
specific information that is requiredto infer the social
coherences between the online communication partners.

4.1 Dealing with Asymmetrical Faces

Each analysed message belongs to two usersetiter
andthereceiver.Eachof themhasanindividual view on
the content of the communicationdata reflecting the
context in which messages are sent and received.

As in CoDaMine faces can symmetricalNthatis, a
usercanhaveanotheruserin a certainface, whereashe
seconduserhasthefirst userin a differentfaceNthe face
nameof therespectivauserhasto betakeninto accountas
a parameteto analysethe messagdext from the userOs
point of view.

In orderto provideuserswith automaticallygenerated
recommendationsoncerningthe configuration of their
facesa measuringunit is neededo determinechangesn
the communication. CoDaMine analyses the
communication data on basis of each message sent.

We assumehat eachfacecontainsa certaingroup of
contacts, whose language use shows significant
similarities. Therefore,it is possibleto determineto
which face a messagdits best basedon its linguistic
particularitiesand keywords. The task of mapping a
category to each messaigea classificationissuethat can

be addressedby applying data
mining techniques.

Menu

4.2 Preparing the Data

Add new Face

Delete Face

In order to enhancethe
accuracy of thelassificationit is
useful to preparethe data. The
first stepis to removestop words
from the text. Stop words have
no significant meaningfor the
content,but for the structure of
humanlanguage(e.g., 0a80of0,
OtheO)Since the conversation
contents of online
communication are rather
informal, a large setis neededto
reduce as much noises possible.
A further stepis to reducenoise
from the data by applying
stemming Stemmingalgorithms
reducewordsto their root. This
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Figure 1. CoDaMine client with recommendation.

decreasethediversity of the data
that are processedby the
classifier.



4.3 Training the System

Beforethe classifiercan be usedan adequatdraining
corpusis neededin CoDaMinethe categoriegliffer from
user to user and it is not possibleto provide initial
training data.So, the dataforming the corpushasto be
collecteddynamically,in the backgroundduring regular
useof the CoDaMinesystem.The initial training period
lastsuntil enoughcommunicatiordata(50 messageger
user) is collected. Thesemessagesre manually pre-
classifiedby the userto enablecontrolledtraining of a
classifierNthatis, usersget regularmessagesand classify
them before they answerthem in their regular online
communicationThe effort for usersis comparablewith
the maintenanceof an e-mail spam filter. The users
contributeby tagging conversationsvith the nameof the
facethe conversatiorbelongsto. This meansthat users
initiate an online conversatiorby double clicking on a
contactGisonin a specificface.Whena sendetlis already
sendingmessagew a specificrecipientin the contextof a
specific face, then the sendsan easily changethe faceto
send the same recipient a message in a different face.

The numberof facescanchangeover time. However,
classifiersdo not allow changesNthais, eachtime a user
createsa newface,the completeclassifierwould haveto
berebuilt. We useblankinitial categoriesfor eachusera
classifier getsnitiated with a fixed and sufficient number
of free categoriesWith eachnew categorya dictionary
entry is createdthat mapsthe face nameto a blank
category that has to be trained.

5 Implementation

This section describesthe implementation of
CoDaMine.We outlineits architectureandgive a detailed
description of the core partsNthe inference engines.

5.1 Architecture

The systemconsistsof three componentsTheseare
the CoDaMine client, the Wildfire instant messaging
server,andthe CoDaMineserver(cf. Figure!2).

The CoDaMine componentsrun distributedly and
communicatezia network. The CoDaMine client connects
to the Wildfire Servervia XMPP [15]. XML-RPC is used
to connectheclientwith the sensoplatform[1].

The CoDaMineclient is implementedasa plug-in for
PRIMIBasean openinfrastructurefor rapid development
of instant messagingenvironment[9]. The CoDaMine
plug-in is basedon PRIMIFaces[10] and extendsits
functionality with two internal software sensors.The
MessageSensasbserveshe communicationdata and
sends each message the name of the correspondiranthce
the contact to the CoDaMine Server. The
RecommendationSens@trievesthe processediatafrom
the server.

As IM infrastructurea Wildfire server[14] is used.
Wildfire is a freely available cross-platformreal-time
instantmessagingerverbasedon the XMPP.

The CoDaMine Serverleveragesthe SensBase
infrastructure[8]. SensBasés a sensor-basedbiquitous

4.4  Special Treatment

«system»

Furthermore, typographical CoDaMine Client
signs and spelling errors get
specialtreatmentTypographical «subsystem» «subsystem»
signs such as emoticons and PRIMIFaces | = MessageSensor
online communication specific : . > «system»
abbreviationsappearin online v A Wildfire Server
text conversationsWe assume «subsystem» «subsystem-
that the higher the number of PRIMIBase RecommendationSensor
smileysusedthe morelikely the
communicatioris informal. Each /:\
userappliesthemin an individual Vi
manner. Therefore, this asystems
information is normalised per CoDaMine Server
user for the process of
recommendationcreation. The
purpose of analysing «subsystem» L

communicationdataon spelling

InferenceEngineMessageAnalysis

errorsis to reducethe weight of
messagewith misspelledwords.

«subsystems»
InferenceEngineFaceReco

For this purposethe spelling of
each message analysedandthe
importance of the message fibe
classificationis then weighted

<__.l_____l

«subsystems
SensBase

accordingto the proportion of
misspelled words in the message.

Figure 2. Component

diagram of CoDaMine.



environmentwith a broadvariety of sensorscapturing
real-world and electronic everamd sendingthe eventdata
via multifarious adapters tthe SensBaseerver,andwith
a broadrangeof gatewaysfor retrieving event dataand
presentingnformationto users.The inferenceenginesare
core part of CoDaMine and are described in detail below.

5.2 Inference Engines

SensBasandits inferenceenginessupportthe server-
side processingof sensordata. The inferenceengines
providemechanismgor easilyintegratingalgorithms for
processingsensordatavia plug-in. In orderto keepthe
inferenceenginessimple, SensBaseavas extendedby an
interface that enablesclients to remotely instantiate,
register and configure a certain inference engine.

InferenceEngineMessageAnalysis

The InferenceEngineMessageAnalysiassifiesusersO
communicationdata and determinesthe amount of
spelling errorsas well as the amount of typographical
signs. Figure!3 shows the process chain of
InferenceEngineMessageAnalyagsactivity diagram.

Is Classifier
Ready?

Receive Sensor p
.—> [l —=>{]
Event ? No

Extract
01 Typographical C}
Signs
—

4 CountSpell L
Errors
Store In
7 Training List 7
(] Classify Text [
Make Sensor

Event

Store Event In &
Pending List

Figure 3. Activity diagram of the
InferenceEngineMessageAnalysis.
The CoDaMine client sendsa SensorEvent for each

messagea sendersendsto a recipientcontainingnameof
the sendeandthe receiver,the messageontents,andthe
facein which the messagevas sentto the CoDaMine
server in the eventOs body.

In the CoDaMine server, the inference engine
InferenceEngineMessageAnalysisecks if theclassifieris
ready.The classifieris ready,when enoughtraining data
has been entered,the training has finished, and the

classifieris fully built. If the classifier is ready, the
message is extracted out of SwnsorEvent.

Thetypographicakignsare extractedandthe spelling
errorsarecounted.Thenthe inferenceengineprepareghe
text andclassifiesandstoredit in the training list. It is
used to permanently train tledassifierin the background.
Theresultof the processings sentbackasto SensBasas
SensorEvent . If theclassifieris notready,the eventis
stored for later processingwhen the classifier is
readyNthat is, a thread sleép executedandreactson the
change to the flag training-in-progress.

The systemuses Weka for the text preparationand
classification [27]. Weka provides state of the art
implementationsof algorithmsfor datamining. For the
preparation of the text WekaOs cspwords is usedto
find and remove stop words as well as the integrated
Snowball stemmer to reduce the words to their root.

WekaOsmplementationof the SequentialMinimal
Optimisationalgorithm(SMO) [23] is usedfor training a
SupportVector Machine(SVM) classifier.Researcton a
similar problem [12] showed that fehort text dataSVM
is the bestclassifier.

As a basicexploration,we comparedhe performance
of SMO for generatinghe SVM andC4.5 for generating
a decision tree. Thevo algorithmswere appliedto a test
corpusconsistingof mailing list entries.The subsequent
figures show the results of the comparisonsof the
algorithms accuracy (cfigure!4) andthe time effort (cf.
Figure!5).

The comparisomf the accuracyshowedthat the SMO
algorithm performs better than J48. The significant
shortertime the SMO algorithmneededo build the model
wasthe determiningfactor to choosethis algorithm over
the otherfor this specificproblem.

The extraction of the numbeif spelling errorsis done
with the JazzyLibrary [13]. Theimplementedfilter uses
the Jazzydictionaryto validatethe spelling. The libraries
can ignore emoticonsNthis is important, because
otherwisetypographicalsigns would be consideredas
errorsin messagesyhich theyarenot.

The detectionand counting of typographicalsignsis
accomplishedsimilar to the detectionand counting of
spellingerrors.A dictionaryis usedto look up eachtoken
of amessageThe resultsof the analysisare sentbackto
SensBasasSensorEvent  andthe subsequennference
enginelnferenceEngineFaceRegnotified.

InferenceEngineFaceReco

ThelnferenceEngineFaceRecontainstherule set for
generatingrecommendationto add or removea contact
from a face based on the classification and anafgsigits.
The InferenceEngineMessageAnalypi®duceghe input
datafor this class,which consistof threeparametersthe
resultof the classifier,the amountof spelling errorsand
the numberof typographicakigns.

For each user of CoDaMine one instanceof this
inferenceengineis launched.Each instance observes
eventsconcerningthe users@ontacts Eachcontacthas a



Comparing J48 and SMO: Amount of Correctly Classified Messages
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Figure 4. Accuracy comparison of J48 and SMO.
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Figure 5. Time cost comparison of J48 and SMO.

uniquerelationto the userbasedon the communication
dataand the assignedfaces, which are representedby
categoriesTheserelationsare mappedo a scoresystem.
Eachtime a resultfrom the messagenalysismoduleis
received, the contained parametars usedto updatethe
scoreof its sender Figure!6showsthe processingof an

oy Receive Sensor
Event

Calculate Score [,
From Event

Face X != Event
Origin Face?

Generate Decrese Score es
@<—_1 Recommendation [ (] g
p of Face Origin
Event /r
Is Threshold
Reached?

Figure 6. Activity diagram of the InferenceEngineFaceReco.

incoming event in the
InferenceEngineFaceReco
The concerningcontact
is retrievedfrom a list, in
which all contacts are
storedasobjects.Basedon
the parametersf the event
(i.e., the classification
result in the form of the
face that the system
recommendsthe results of
the typographicalsign and
of the spelling error
analysis), the overall
evaluationof the respective
messagés determinedThe
overall evaluation is
represented aa number of
points. These points are
addedto the score of the
contact. Now the original
face of the messageis
compared withthe result of
the classification. If the
result of the classification
doesnot correlatewith the
origin face,the scoreof the
origin face gets decreased.
This allowsNalthough
unlikelyNto generate a
recommendatiomo remove
a contact from a certain
face. The internal
thresholds are the
following: if a new
classified messageraises

the score above a value of +100 points, the face is
recommended; if the score falls below the threshold 0f
removing the sender from tHaceis recommendedn the
endthethresholdis comparedwith the shifted scores.If
the thresholdis reachedthe systemgeneratesa sensor

eventandresetsthe scorejust for the
casethe userrejectsa recommendation
and the systemhas to perform the
decisionprocessagain. This eventis
retrievedby the clientandpresentechs
a popupdialog, if the contactis not
already contained in the target face.

If

the user rejects a

recommendation, a feedback
SensorEvent is sentfrom the
RecommendationSensdo the
inferenceengine. This resultsin an
increased thresholfbr the contactand
the recommendethce. This way it is
possiblethatthe samerecommendation
canbe madeagainin the future but
later and based on more data.



6 Related Work

Privacyissuesaswell astrustandsecurityarean on-
going focus of ubiquitous computing research.Often
addressednly on the behalfof a single, specific system
andits consequentiaprivacy concerng17], lately some
more complexconceptsand modelsare introduced.Yet,
thesemodelsoften havea very specificandfocusedview
onthesubjector aretoo ambitiousandabstracin orderto
be realisable in near future.

Thetrade-offbetweerprivacy andmutualawarenesgs
a central question discussed in CS@&¥earchSellenand
Belotti [3] address thiproblemandtransferit to the field
of collaborative ubiquitous computing environments
delivering a designframework for their principles of
control and feedback. By formulating eight desigrestion
to analysethe control usershave on their outgoing
information, and the feedbatkey receiveon how and by
whomthis informationis used.Applied to CoDaMinewe
can statethat PRIMIFacesalreadywas obliged to the
principles of feedbackand control. CoDaMine even
advanceshis effort by enhancinghe quality of feedback
theusergets.

Foundedon the OPrincipleof Minimum AsymmetryO
Jiang et al. [26] describea model of OApproximate
Information Flow (AIF)O designedto reduce the
asymmetryin which the membersof a ubiquitous
computing system are informedbouteachother. In order
to achievethis balancethe modelincludesthree abstract
views on the information flow in ubiquitouscomputing
architectureaddressingvhere and how datais stored
(calledinformation spaces)the lifecycle from collection
overaccesdo seconduseandaccordinglythe themesfor
achieving the desired minimum asymmets mentioned
before,giving feedbackto the usersis crucialin order to
developtrustworthy systems.But in orderto support
collaborationbetweerusersthereis no needfor enforcing
symmetry, rather the social processesetweenusers
shouldbe consideredCoDaMine supportsusersin their
decisionsand gives themfinal control aboutwhich and
how much information is disclosed in each context.

The Privacy AwarenessSystem (pawS) describedoy
Langheinrich[18] is a technicalconceptenablingprivacy
managemenasedon the wirelessexchangeof machine-
readableprivacy policiesderivedfrom the W3C Platform
for Privacy PreferenceqP3P) [5]. Foundedon these
policies servicesnegotiatethe information exchange
between users and sensorshie environment.Usershave
to maintain a set of general and specific ruldse authors
do not indicate to whatxtentuserscanrestrictthe access
to a certain group of usersand to disclosethe same
informationto anothergroup.

In OEverydayPrivacy in Ubiquitous Computing
EnvironmentsQedereret al. [20] discussthe idea of
bringing GoffmanOsheory of facesto the field of
ubiquitous computing. Yet overall their approachis
limited to threedistinct settings(no information, vague
information,full information).

7 Conclusionsand Future Work

In ubiquitousenvironmentsan increasingnumber of
sensorscaptureinformation on usersand an increasing
number of actuators are available to present information
users.With CoDaMinewe presentedh conceptand an
implementation of higher-level inference seamlessly
embeddedn an infrastructureto supportlight-weight
privacy managementt is basedon PRIMIFacesandits
facesconcept,but goesway beyondwith its inferencing
approachWe showeda way in which inferenceabout
social connections between useraibfquitouscomputing
environmentscan help to supporttheseusersto make
well-informed decisions on their privacy. Overall
CoDaMine does not aim to directly deal with the
operationalisatiorand measuremenbf privacyNrather,
CoDaMineempowersusersto makeinformed decisions
concerning their information disclosure.

The CoDaMine concegtasone obvious limitation: it
is based on the inferencing on usersOonline
communicationlt, thereforeonly works if usersactually
communicate with each othéFhe conceptcannotcapture
the evolution of social relationshipsthat occurs non-
verbally.

In the future work weaim to integratenew inferencing
algorithmsand additional sensortypes capturing further
typesof information. For example,CoDaMine considers
the numberof spellingerrorsin a messages a form of
noiseirritating the text mining, andthereforeminimising
the effectivenes®f the classification.As this has some
drawbacksat the moment,we are currently looking into
possibilitiesto capitaliseon this behaviourby counting
the samespelling error and deriving characteristicof a
face.If the allegederror keepsreappearingn the same
diction, it thenshouldincreasethe weight of the message
insteadof loweringit. In this way we could enhancehe
guality of recommendationby refining the algorithmsof
CoDaMine. The ability of natural languageprocessing
systemsNmostlyusingan integratedexicon to look up
wordsNto differentiate between spelling errors and
unknownwords like propernamesor abbreviationsis
currently often limited. For example,the Jazzylibrary
usedin CoDaMine is able to handle emoticonsand
abbreviations, but cannot properly handle names.

Anotheraim is to integratethe sensorsand inference
engineswe developedn the field of location-awareness,
giving information on dependenciebetweenplacesand
faces. By assigning places to faces and inferringptizses
of spatial co-location between the contacts, emahbining
this with the resultsof CoDaMine,the systemcould get

more insights on the social coherences between the users.

Overall the conceptind systemarefully developedand
implementedand we have tried it out with test data.
However,along-termstudyis still missing. Sucha long-
termstudyis importantto revealtherealbenefitsof using
CoDaMine for privacy and trust managementin
ubiquitousenvironments.
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